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Questions

General 

Groups are asked to give a description of legal developments and the current situation in their jurisdiction with regard to trade secret protection, answering the following questions:
1. Legal developments on trade secrets

How did trade secret protection evolve in your jurisdiction?

The laws of trade secrets and confidential information have developed in Canada through the common law and equity under a number of different legal and equitable theories including property, contract, bailment, trust, fiduciary relationships, good faith, unjust enrichment, and conversion.

The Supreme Court of Canada's decision in LAC Minerals Ltd. v. International Corona Resources Ltd., [1989] 2 S.C.R. 574 [Lac Minerals] took steps to remove many of these distinctions.  In LAC Minerals, the Supreme Court held that a breach of confidence action is sui generis and the courts may rely on all three traditional jurisdictional bases for action (contract, equity and property) to enforce the policy of the law that confidences are to be respected.

The Supreme Court of Canada refined the LAC Minerals decision in Cadbury Schweppes Inc. v. FBI Foods Ltd., [1999] 1 S.C.R. 142 where it stated that it was not necessary to characterize a breach of confidence as sui generis to enable the court to draw from either common law or equitable modes of compensation.

Although the courts will treat a trade secret as an item with certain rights akin to property rights, the courts have explicitly stated that trade secrets and confidential information are not property.  A trade secret is generally considered and treated as a type of confidential information and it is the damage caused by the misuse of the confidential information that is evaluated by the courts.

What kind of practical influence did the TRIPS agreement have on trade secret protection?

Canadian courts frequently interpret intellectual property legislation in such a way as to bring it into accord with the TRIPS agreement.  However, trade secret protection is not codified in Canada.  There is no relevant mention of TRIPS by the courts in most of the case law dealing with trade secrets.  Nevertheless, the treatment of trade secrets used by the courts appears to be consistent with Article 39.2 of TRIPS.
2. Definition of trade secrets

What is the definition of a trade secret in your jurisdiction?  This may not be an easy question to answer. Some jurisdictions may adopt different definitions for different fields of law – unfair competition law or others.  In some jurisdictions, no statutory law provides a definition of trade secrets.  It may be useful to focus on the definition that is believed to be most important for your jurisdiction for discussion purposes.  Your definition can be based on the conditions required by Article 39.2 of TRIPS Agreement for the protection of undisclosed information as well as the WIPO proposal for the definition of secret information, and/or if it is the case, the definition can be complemented by features required in your jurisdiction, such as the degree of secrecy, novelty and originality that is considered reasonable for enforcement purposes.

The Canadian Intellectual Property Office considers trade secrets as being “usually formulas, patterns, compilations, devices, processes, codes, data that are specific to its owner, give him or her a business advantage over a competitor and are kept secret or confidential.”  This definition was inspired by case law.

There is no definition of a trade secret in Canadian intellectual property legislation.  However, several provincial privacy law statutes define “trade secrets” either by copying the CIPO definition verbatim, or in combination with common law tests for confidential information.  One of the more comprehensive definitions is found in section 3(1) of the Nova Scotia Freedom of Information and Protection of Privacy Act, S.N.S. 1993, c. 5 where “trade secret” means information, including a formula, pattern, compilation, program, device, product, method, technique or process, that


(i)
is used, or may be used, in business or for any commercial advantage,

(ii)
derives independent economic value, actual or potential, from not being generally known to the public or to other persons who can obtain economic value from its disclosure or use,

(iii)
is the subject of reasonable efforts to prevent it from becoming generally known, and


(iv)
the disclosure of which would result in harm or improper benefit.

Six principal criteria have been considered by the courts to determine whether confidential information is in fact confidential:

1) the extent to which the information is known outside the business;

2) the extent to which the information is known by employees and others involved in the business; 

3) the extent of measures taken by the owner to guard the secrecy of information;

4) the value of information to the owner and his competition;

5) the amount of effort or money expended by the owner to develop the information; and

6) the ease or difficulty with which the information could properly acquired or duplicated by others.

Other criteria are whether the information is generally known, known to others within a specific industry or trade, and whether the information is even in a minimal way, unique, original or novel.

3. Control of trade secrets

Also, who is entitled to control trade secrets should be discussed with respect to the employer-employee relationship.  Can an employee who conceives an idea or invention may have primary control over it?

In Canada, if an employee is hired to invent, the employer generally owns and has primary control over the invention, with some exceptions.  Notwithstanding an intellectual property clause in an employment agreement, an inventor employee may be able to obtain control and ownership of an invention in cases where the employer is not interested in pursuing or owning the intellectual property.  Such situations are generally governed by contract law and other such agreements.  However, when protection for the invention is sought by means of a trade secret, such employee ownership of the trade secret may be impractical or undesirable from the perspective of the employer.
In the case of an employee leaving a former employer, the answer depends upon several factors underlying how the employee came up with the idea or invention.  With respect to trade secrets, the Canadian courts adopted the English courts’ distinction in determining what information can be used by former employees in their new employment or individual endeavour.  The test applied by the courts is whether the information is part of the employee’s memory or sourced directly from a former employer’s documents which have been retained.  In contrast to trade secrets and confidential information, the Canadian courts have further characterized skills and knowledge as “property,” belonging to the individual possessing them, and frequently cite public interest arguments against restrictions on individuals making use of their skills to earn a living.
Can the employer have control over information created by an employee under assignment from the employer even if personal knowledge and skills of the employee are involved?

If the idea or invention was the inspired, elusive solution to a specific and significant problem that the employer had specifically commissioned the employee to create, then a court is likely to find it belongs to the employer.  Otherwise, it will probably belong to the employee.

In considering what information constitutes knowledge and skill that a former employee may use in her new employment as opposed to information that is proprietary to the former employer, the Canadian jurisprudence indicates that the answer defies a precise formulation, but that a court will consider:

· Whether the information is of a unique or general nature in the particular industry. 

· Who invested the time, effort, and financial resources to create the information. 

· The extent to which the information was safeguarded and kept secret. 

· The skill and knowledge that the employee brought to the employer. 

Where the information has been produced through the employer’s expenditure of effort, time, labour and resources, a court is likely to treat it as confidential information.  Where the information is the result of independent effort and personal investment, a court is likely to find the information is the skill and knowledge belonging to the employee.

Post-termination, former employees may use their general skills and knowledge anywhere but they may not use or divulge their former employer's trade secrets.  In some cases, former employers may also be able to enjoin a former employee's use of non-trade-secret information where the information was gleaned from records which qualify as trade secrets.
Is co-ownership of trade secrets addressed by your legislation or case law?

The concept of ownership of trade secrets is applicable in Canada with respect to case law, and is primarily addressed in the context of ownership of confidential information, but not in terms of a property right.  There is nothing that precludes the concept of co-ownership of trade secrets in Canada, for example by a joint venture, but co-ownership of trade secrets is unreported in Canadian case law.

4. Source of law for trade secret protection

Are statutory provisions available for the protection of trade secrets? 

With the limited (and untested) exception of provincial privacy legislation, no.

Is protection awarded by case law or court precedents or direct application of the relevant provisions in the TRIPS Agreement?
Protection is awarded by common law and equity.

Under your laws, do trade secrets belong to the category of property rights?

No – unless an employee can successfully persuade a Court that the information is their skill and knowledge.

As noted above, the courts treat trade secrets as a particular kind of confidential information.  In this regard, the courts have held that confidential information has characteristics akin to property (e.g., can be sold, licensed, bequeathed or the subject of a trust), but have been reluctant to characterize it as property per se. 
Is the protection derived from unfair competition law or other sources of law against misappropriation or dishonest commercial practices?

Some forms of trade secret protection are based in equity in view of a form of fiduciary duty and/or unjust enrichment, depending on how a party learns of the confidential information.

5. Available remedies

What would be an outline on remedies available against trade secret violations in your jurisdiction? First, types of prohibited acts should be discussed, followed by available relief such as preliminary injunction or temporary restraining orders. It is probably useful to highlight issues particular to trade secrets. Please comment on the list of acts violating trade secret protection provided in the Q115 Copenhagen Resolution. Pros and cons of criminal or administrative remedies should be discussed. Are these remedies also available against someone who obtains trade secrets in good faith?

Does your legislation distinguish trade secret violations committed when the undisclosed information was accessed by means of an employment or other contractual relationship from those practiced by means of fraud, “espionage” or other improper means?  Are the same remedies available for the two cases?

How does your jurisdiction apply the concept of “grossly negligent” third parties referred to in footnote 10 of Article 39,2 of TRIPS?

Which options are available for damages? How are damages calculated? Is the violation of trade secrets at all subject to punitive damages? If so, under what conditions?

Criminal

There is no criminal remedy for trade secret violations in Canada.  The Supreme Court held in R. v. Stewart, [1988] 1 S.C.R. 963 that “[confidential information] possesses many of the characteristics of other forms of property: for example, a trade secret, which is a particular kind of confidential information, can be sold, licensed or bequeathed, it can be the subject of a trust or passed to a trustee in bankruptcy. …  It appears that the protection afforded to confidential information in most civil cases arises more from an obligation of good faith or a fiduciary relationship than from a proprietary interest.  No Canadian Court has so far conclusively decided that confidential information is property, with all the civil consequences that such a finding would entail.”

Civil

Actions for the misuse of trade secrets must be brought under the common law, as there is no statutory cause of action such as those that exist for copyright, trademark and patent infringement.  Remedies, likewise, are not afforded the statutory bases given that copyright, trademark and patents, and thus are limited to damages available for the particular heading under which the action is brought.
The two primary prohibited acts as embodied in the case law that may give rise to an action are the disclosure of a trade secret and making use of a trade secret.

The remedy may include general and compensatory damages, rescission (if action is brought in contract) an injunction, accounting of profits or the like. As a subset of confidential information, trade secrets and the misuse thereof by third parties may also be actionable as a breach of confidence.
An action may be brought for breach of fiduciary duty, and another potentially viable heading is unjust enrichment.

Criteria for Confidential Information

The party claiming that their information is confidential has the onus to prove it.  Six principal criteria have been considered by the courts to determine whether confidential information is in fact confidential:

1) the extent to which the information is known outside the business;

2) the extent to which the information is known by employees and others involved in the business;

3) the extent of measures taken by the owner to guard the secrecy of information;

4) the value of information to the owner and his competition;

5) the amount of effort or money expended by the owner to develop the information; and

6) the ease or difficulty with which the information could properly acquired or duplicated by others.

Other criteria are whether the information is generally known, known to others within a specific industry or trade, and whether the information is even in a minimal way, unique, original or novel.  Generally, information that is public property and public knowledge cannot provide any foundation for proceeding for breach of confidence.  However, there are exceptions such as if the material in the public domain was compiled and used by the owner towards a product and the recipient of it could only have reached the same position with great effort and time and expenditure.  Where the confidential information consists of information available to the public, the courts have held that there must be some product of the human brain that suffices to confer the confidential nature upon the information whether it be described as originality or novelty or ingenuity or otherwise.

Generally, information that is public property and public knowledge cannot provide any foundation for proceeding for breach of confidence.  However, there are exceptions such as if the material in the public domain was compiled and used by the owner towards a product and the recipient of it could only have reached the same position with great effort and time and expenditure.  Where the confidential information consists of information available to the public, the courts have held that there must be some product of the human brain that suffices to confer the confidential nature upon the information whether it is described as originality or novelty or ingenuity or otherwise.

The Supreme Court of Canada reviewed the law of unjust enrichment in Garland v. Consumers’ Gas Co., 2004 SCC 25 and reaffirmed several principles:
As a general matter, the test for unjust enrichment is well established in Canada.  The cause of action has three elements: (1) an enrichment of the defendant, (2) a corresponding deprivation of the plaintiff, and (3) an absence of a juristic reason for the enrichment.

Trade secret violations are not addressed in Canadian legislation.  However, fraud, “espionage” or other improper means would likely be considered to be aggravating circumstances.

Footnote 10 of Article 39.2 of TRIPS has not been judicially considered.  However, the concept of fiduciary duty may be applicable.

6. Protection of trade secrets before and during litigation

How does your statutory law incorporate the rule contained in the last sentence of Article 42, TRIPS?

There is no legislation covering trade secrets in Canada. 

What specific measures or means are available for the effective protection of trade secrets before (in discovery and seizure proceedings) and during litigation?

A “confidentiality order” or “protective order” may be requested by the court during litigation to prevent disclosure of the information outside of the court proceedings.  The court would place relevant documents under seal.

7. Licensing trade secrets

What are issues relevant or important for contractual aspects regarding trade secrets?  How important are anti-trust considerations in your jurisdiction?

As there is no statute governing trade secrets, matters of licensing are within the scope of contract law.  Competition laws in Canada relate to anti-trust considerations.

8. Effectiveness of non-disclosure and non-use agreements

What is the practical effectiveness of non-disclosure and non-use agreements in your jurisdiction?

Canadian courts view this issue in consideration of both the impact on the employee as an individual, and the impact on trade in general.  While the importance of maintaining secrecy and competitive advantage is acknowledged, the Canadian courts view the restriction of an employee being able to exercise their skill and knowledge as contrary to public policy.

Are any important court precedents available?
The Supreme Court in Elsley v. J.G. Collins Ins. Agencies Ltd., [1978] 2 S.C.R. 916, considered the freedom to contract in light of a potential imbalance of power in the employer-employee relationship: 
The principles to be applied in considering restrictive covenants of employment are well-established... A covenant in restraint of trade is enforceable only if it is reasonable between the parties and with reference to the public interest. As in many of the cases which come before the Courts, competing demands must be weighed. There is an important public interest in discouraging restraints on trade, and maintaining free and open competition unencumbered by the fetters of restrictive covenants. On the other hand, the Courts have been disinclined to restrict the right to contract, particularly when that right has been exercised by knowledgeable persons of equal bargaining power…

…A different situation, at least in theory, obtains in the negotiation of a contract of employment where an imbalance of bargaining power may lead to oppression and a denial of the right of the employee to exploit, following termination of employment, in the public interest and in his own interest, knowledge and skills obtained during employment.

In the case of Imperial Sheet Metal Ltd. v. Landry, 2007 NBCA 51, the New Brunswick Court of Appeal dealt with an injunction application against a former employee who had worked for Imperial Sheet Metal Ltd. for almost 20 years.  Shortly after leaving, the ex-employee obtained nearly identical employment with Gray Metal Products Inc., who manufactured the same products and competed for the same customers.  A motions court had refused to grant an interlocutory injunction restraining Landry from engaging in meaningful employment with Gray Metal.  The Court of Appeal canvassed the jurisprudence in an exhaustive decision regarding the law governing an ex-employee’s post-employment obligations.

The Court observed that the common law and equitable obligations of an employee are cast in terms of a duty to act in good faith, a duty of fidelity and the equitable duty not to breach confidences. Both a non-fiduciary and a fiduciary employee owes the employer a general duty of good faith and fidelity during the currency of the employment relationship and a duty not to disclose “trade secrets” and other “confidential information”.  Once the employment relationship ends, the duty of non-disclosure persists, however, “…confidential information does not include the general skills and knowledge acquired by the employee while working for the former employer. This is true so long as the skill and knowledge is committed to memory and not dependant on the employer's documentation.”

The Court concluded that a former employee is entitled to exploit freely the general skills and knowledge acquired as a result of the employment relationship, so long as that knowledge is a product of his or her memory and unaided by the employer's documentation.

The Court of Appeal also noted the changing nature of the workforce in the contemporary market, in particular the greater likelihood of multiple employers over one’s career and that “the skills and general knowledge an individual gains during employment with one employer will be marketed to another in the hope of securing meaningful employment.”  The Court cited with approval the decision of the British Columbia Court of Appeal in Barton Insurance Brokers Ltd. v. Irwin, [1999] B.C.J. No. 220:

… the general interest of the public in free competition and the consideration that in general citizens should be free to pursue new opportunities, in my opinion, requires courts to exercise caution in imposing restrictive duties on former employees in less than clear circumstances. Generally speaking, as I noted from the earlier authorities referred to, the law favours the granting of freedom to individuals to pursue economic advantage through mobility in employment.

In short, the court observed that in a clash between the interests of former employers in protecting their business interests and the interests of former employees in earning a livelihood, coupled with the public interest in free competition for goods and services, the interests of the former employee will generally prevail.

Which of contract law or unfair competition law prevail in this regard?

It is believed that contract law would generally prevail in this regard in Canada unless the provision is unreasonable between the parties with reference to the public interest.

Is unilateral imposition of non-disclosure after leaving the company or retirement possible in your jurisdiction?  Does the US doctrine of inevitable disclosure exist under your laws?
Non-disclosure could be based upon contract law or the law of fiduciary duty.

Harmonization

9. Common and practical definition of trade secret

As discussed above, the TRIPS Agreement deals with “undisclosed information” which is basically the same as what we discussed as a “trade secret,” primarily because the term “trade secret” may have different meanings in different jurisdictions. Groups are asked to consider whether a common and practical definition of trade secret is viable or even desired. Are there any proposals for such a definition, or is the definition provided in the TRIPS Agreement sufficient for our purposes? Should there be a minimum standard for information to qualify as a trade secret? If so, what should the standard be?

The definition provided in the TRIPS Agreement is sufficient for our purposes.  However, for information to qualify as a trade secret, we propose the following for greater certainty:

1.  The information must be lawfully created or lawfully obtained; and

2.  The holder of the information must have lawful authority to hold or continue to hold the information.

10. What is desired in your jurisdiction?

What are perceived as current problems in your jurisdiction? What is desired or needed for effective protection of trade secrets? What kind of improvements in your own system for trade secret protection is sought? Also, are there any legal provisions or practices that you may consider to be advantageous in your jurisdiction compared to other countries?

A codified trade secret statute may be beneficial for certainty.  However, it may also be advantageous to keep the protection of trade secrets governed by common law and equity so as to allow maximum flexibility for the courts to address trade secrets on a case-by-case basis.

11. What is required for an improved global standard for trade secret protection?

As discussed above, collaboration among different entities in product development is becoming more important on a global scale. Groups are asked to entertain proposals for enhancement of international standards on remedies against trade secret violations. Groups are also asked to comment on what is necessary in practice for the protection of trade secrets during litigation and to discuss proposals for standard means available in court proceedings.

Remedies may depend on many factors and should be addressed on a case-by-case basis.  However, criteria may be established for the identification of trade secrets, the duty placed upon those who obtain trade secrets, and the remedies available for trade secrets.

For trade secret litigation, it is required that the details of the alleged trade secret remain confidential.  A confidentiality or protective order means is required during litigation to protect confidential information, including trade secrets, from being disclosed or used by parties during and following the litigation proceedings.

Alternative dispute resolution may be able to play a role - court ordered confidential ADR.

12. What would be a desirable and realistic way to proceed?

For future possibilities, we have a choice among another multilateral convention, bilateral agreements or agreements among certain countries that are regionally close to each other or in similar stages of industrial development. What would be, in your view, a realistic way for us to proceed?

Lobbying each jurisdiction to complete the implementation article 39 of TRIPS would be the most realistic and simplest way to proceed.  Following that, a multilateral convention could be helpful for consistency in how trade secrets are protected and handled around the world.

13. Other comments?

None.

Summary

The laws of trade secrets and confidential information have developed in Canada under a number of different legal and equitable theories.  Although the courts treat trade secrets as being akin to property rights, the courts have explicitly stated that trade secrets and confidential information are not property.  A trade secret is generally considered and treated as a type of confidential information and it is the damage caused by the misuse of the confidential information that is evaluated by the courts.  While there is no definition of a trade secret in Canadian intellectual property legislation, definitions used in case law are similar to the definition provided in TRIPS.  There is no criminal remedy for trade secret violations in Canada.  Two primary prohibited acts as embodied in the case law that may give rise to a civil action are the disclosure of a trade secret and making use of a trade secret.

Note: It will be helpful and appreciated if the Groups follow the order of the questions in their Reports and use the questions and numbers for each answer.

December 2009

� Article 42, entitled “Fair and Equitable Procedures”, provides, at its last sentence, that: “The procedure shall provide a means to identify and protect confidential information, unless this would be contrary to existing constitutional requirements.”
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